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OSI (Open Systems Interconnection) model Bo3MOXHble MoTeuHUManbHoe Bo3MOXxHble
PDU Layer DoS ataku BnusiHne DoS atak Mepbi Mo 3aLuTe

PDF GET requests,HTTP GET,
Application HTTP POST, = website forms
Network Process to Application (login, uploading photo/video,
submitting feedback)

HexBaTka pecypcoB cepBUCY, | MoHUTOPUHT npunoxeHunn (APM)
obLiee pecypcHoe oTcnexwsas zero day n
ronogaHue application layer (L7) attack

OcraHoBka npuema SSL Pasrpyska SSL, aHanus
COeINHeHuN, nc4epnaHue Tpaduka no npusHakam
pecypcos CPU. ncrnonbdy ADP

Presentation Mocbinka HenpaBUIbHbIX
3anpocoB SSL.

L6 Data

Data Representation and Encryption

LS

SYN-Flood(TCP/SYN), NcuepnaHne nuMnToB Ha OrpaHn4ymBaTb KON-BO

Transport — UDP-Flood, noakntoyeHve, pecypcoB | SYN c xocTa v obLuee Kon-Bo,
SRS G RIS R SMURF-attack* CPU, nonocsl. Vicnonb3osatsb IDS cuctembl

L4 Segments

Network ICMP-Flood (Ping Flood), “3abuBatotcs” kaHanbl OTKpbIBaTb TOMLKO HY>XHblE
o Ping of Death (POD), CBA3U, ncyepnaHue pecypcos | Tunu u kogbl ICMP, orpaHnyn-
(Logical Addressing) SMUREF-attack* CPU BaTb kon-Bo ICMP nakeTos.

|_3 Packets

: MAC-Flooding, MAC-Spoofing, HapyweHune o6bl4HOro
W e | ., Detatin STP-atac, DHCP-Sroping,| __ norora ganwenx | /700800 cosporonee
MAC and LLC (Physical addressing) ARP-spoofing SRC-MAC -> DST-MAC ynp
dunsnyeckne akTuBbl dunsnyeckoe orpaHMyeHne
BYayT He (PYHKLMOHArbHbI, [I0CTYyMa K akTusam.
HEOOCTYMHbI KoHTpnb gocTtyna.

Physical dusnyeckoe yHUUTOXEHME,
Media, Signal, and Binary Transmission noBpexaeHne, nomMmexu.

L1 Bits

OTKA3 OT OTBETCTBEHHOCTMW: 3T1a pekomeHaauusa NpeaoCcTaBseTcs «kak eCTby TONbKO B MHOPMaUMOHHbIX Lensax. QTraining He npegocTaBnseT HUKaKMX
rapaHTuii B OTHOLLEHMUWN KaKON-NMG0 MHpopMaLmm, coaepKallencsl B HEM.
*Smurf attack - MHOTMMK MeXQyHapPOAHLIMU KOMMAHVSMU 3aHUMatoLLMMmMcs 6e3onacHoCTbIO KnaccudumumpyoTes kak ataka L4, mHorumm L3
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